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The many factors of internal control make it difficult to institute, even

though an enterprise manager may believe they are closer to the starting

line than they are in reality. Dealing with these factors requires

balancing compliance, the accuracy of financial statements, and the

high value is routinely placed on safety. One of the leading company of

quest for efficiency. It is easy to forget about efficiency when such a -
electric energy meters, EMM* has been using Cybozu's electronic i

workflow system since the year 2000.

*EMM refers to an actual company, but not their real name or an
abbreviation thereof. Out of respect for their wish to be left anonymous,

we will refer to them simply as EMM.

We asked them about their knack for using the system for internal

control at full value

I The Key is to Easily Realize Traceability

If you ask me, "What do we need for observing internal
control?" The answer is "Only to prove company numbers."
In this regard, you need to assure three requirements:

First, prove the numbers themselves. Second, prove the
process of generating those numbers. And last, prove the
process itself. As with using IT systems for internal control,
there is particular concern for proving the processes that
generate numbers. The accuracy of the process is verified by
confirming two points: First, verify the process itself.
Second, verify that the logged data generated by a user
account in the IT system correlates with the actual person
responsible. In other words, "confirmed traceability" means
following up the process and verifying the accuracy.
Decisions made during business process activities need to be
recorded, for instance, when a staff member requests that a
decision be made. There are dramatic advantages to
digitizing such information for the purpose of internal
control. However, it is said that the identity of a given user
of a digitized internal control system needs to be verified as
the corresponding real person. To prove this, start by
ensuring appropriate ID and password controls. It is also
necessary to record the provision of IDs and the act of
provisioning itself.

Cybozu's workflow product is much cheaper than
developing such a system from scratch. At the same time,
Workflow has already solved the various challenges of

deploying an electronic workflow system.

unique path to using their digital workflow system.

I An early user of Workflow, EMM has chosen a

EMM has been using IT since 1996. At first, PCs were
handed out to company board members.

By the time all members at the head office had PCs, Notes
and Cybozu were introduced to different divisions for the
purpose of comparing their qualities. After selecting Notes, in
1999, they became serious about digitizing workflows by
customizing Notes. They aimed to decrease the paper in use.
"We customized Notes to digitize attendance tracking,
expenses, and approval documents. The aim is to improve
work efficiency and to go paperless. We did this because,
after all, paper documents are at risk of getting lost."

- Takaaki Yoshida, Information Systems Center Sub-Manager

Information Systems Center
Sub-Manager Takaaki Yoshida

However, they were worried when it came time to upgrade

their custom Notes system.

"Frankly, Notes offers more flexibility. By programming it,
you can do anything, but developing Notes forms is
expensive and time-consuming. Furthermore, the biggest
problem is that the system will grow to the point where
nobody can maintain it."

Although Notes can be programmed to do whatever they
want, upgrades can involve more programming and rewrites.
They digitized their workflows for the sake of efficiency,
but having to rewrite the system every time they upgrade
contradicts their efficiency objective.

They have identified several other workflow solution
candidates, but they too share this upgrade problem.
"Thinking about the future, not needing to find people to
maintain the system is important after all. In that sense,
Cybozu's off-the-shelf Workflow product, with easy form
creation and cross-version compatibility, perfectly satisfied
the Information System Center's needs. And this is what |
originally wanted for a long time now, to realize increased
efficiency." - Takaaki Yoshida

Cybozu Workflow doesn't require programming, and just by
using the web-based interface, application forms and
application routes can be set up without specialized
knowledge. In terms of efficiency, this fits the requirements
idealized by EMM's Information System Center.

When it came time to unify their internal information
platforms, in 2007 EMM settled on the enterprise-oriented
Cybozu Garoon 2 and Cybozu Workflow.

I Best solution for a complexed IT control

The Information Systems field is most concerned with a
concept unique to Japan called IT Control. IT control is
divided to a general IT control which involves the
management of IDs & Passwords, and application control.

It builds on the lessons learned from the huge IT
investments made by the United States. "In IT control, there
are various concerns with information-related systems; ID &
password management and backup needs were especially
strong. Logs must record 'who' and 'when', and Workflow
IDs match those that are logged."

- Takaaki Yoshida
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The application form for issuing IDs plays an important role
on these issues. In a word, for issuing IDs, it's rare to see all
systems of a large business be unified. It's normal to see
separate 1D servers for accounting and information-related
systems. On top of that, there's also the matter of client ID
management. So, even in information systems centers,
responsibility for registering IDs on each system is divided.
In EMM's case there are nine such systems involved.

At this point, correctly recording the process of issuing IDs
is troublesome on the management side.

Consequently, Mr. Yoshida prepared a workflow form for
this purpose. After an employee enters information to
apply for an ID, their superior confirms the application, and
then the request flows in sequence to each of the people in
charge of their information systems, each confirming
authorization for the request to issue a system ID to the
applicant.

Afterwards, there is proof that the registration has been

properly authorized and the ID gets issued.
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